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Introduction

The DHA Azure Virtual Desktop (AVD) is a remote access tool for all Military Treatment Facility
(MTF) and Program of Record (POR) users that have an active account. The remote desktops let
users access various productivity and communication apps from both government and personal
devices, without needing to be at the medical facility or connected to the VPN.

DHA AVD runs on Microsoft Azure's U.S. Government datacenters. It provides full Windows
desktop experience containing all your favorite Microsoft 365 apps and access to MHS Genesis.

This guide explains how to meet the system requirements to connect to the DHA Azure Virtual
Desktop (AVD).
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Windows Clients

Checking for Pre-Installed Software

Before making any changes, check the Control Panel to see whether the software is already installed

on your computer.

1. Open Start menu and type “Control Panel” in the search bar of the start menu.

Q control panel| ‘

& m Apps Documents Settings People Folders Photos [ J
Best match
| EJ Control Panel ‘.‘ré
System
Apps Control Panel
System
B NVIDIA Control Panel >
Settings (7 Open
5> Device Manager > v
System > Recent
il Programs and Features
T Configuration Manager
Figure 1: Opening Control Panel from Search Bar
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2. If your Control Panel opens in the Category view (upper right), click on “Programs.”

Control Panel

<« v » Control Panel
Adjust your computer’s settings

System and Security

Review your computer's status

Save backup copies of your files with File History
Backup and Restere (Windows 7)

Network and Internet

View network status and tasks

/ Hardware and Sound

View devices and printers

Add a device

Adjust commonly used mobility settings

Programs

Uninstall a pregram

£ 5

——
i Y

©

User Accounts
G Change account type

Clock and Region

v O

View by: Category =

Appearance and Personalization

Change date, time, or number formats

Ease of Access

Let Windows suggest settings

Optimize visual display

Figure 2: Control Panel — Category View

3. If your Control Panel opens in the Large Icons view (upper right), click on “Programs and

Features.”

All Control Panel ltems

<« v A > Control Panel > All Control Panel ltems

Adjust your computer’s settings

Backup and Restore

Administrative Tools (Windows 7)

@ AutoPlay
N

Date and Time

Credential Manager Default Programs

4

._J._ Device Manager % Devices and Printers K > J Ease of Access Center
Flash Player (32-bit) A Fonts [ Free Fall Data Protection
@ ITZEE;IEEOR;;M Storage Intel® Graphics Settings @ ITr;‘;eIIS'E PROSet/Wireless
. Keyboard fu Dﬂﬂa:!ﬁ(\kfi:;r_u;:ﬁ Outlook «» Mouse
\@ Power Options ['T Programs and Features @ Recovery
qw Security and Maintenance ? Sound [{57 Speech Recognition

y System Taskbar and Navigation @ Troubleshooting

@ Windows Mobility Center :;-:;, Windows To Go ’ Work Folders

B 4

BHEDPY

BitLocker Drive Encryption

Dell Command | Update

File Explorer Options

Indexing Options

Internet Options

Network and Sharing
Center

Region

Storage Spaces

User Accounts

o e & s B R

L O,

Search Control Panel

v O

|Search Co

View by: Largeicons ¥

Color Management

Dell Touchpad

File History

Infrared

Java

Phone and Modem

RemoteApp and Desktop
Connections

Sync Center

Windows Defender
Firewall

Figure 3: Control Panel — Large Icons View
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4. Once the list of software loads, check for the following software, which is outlined in the
screenshot below:

e ActivClient

e INFORMATION: ActiveClient is not required. If installed it must be at
version 7.1.0 at a minimum

5. Open Start menu and type “Window App” in the search bar of the start menu.

Q. windows app

&« @ Apps Documents Settings People Folders Photos [ 4 J

Best match

Windows Ay
- o

Apps Windows App
a App

B Microsoft Store >

Settings 3 open

)8 Developer settings > 68 Runas administrator

R Unpin from Start
a Find and fix problems with 3R unei

Microsoft Store Apps Pin to taskbar

2
€3 App settings
w

Uninstall

Figure 6: Start menu, search for Windows App

6. If Windows App is already installed proceed to section Configure Windows App and access AVD

Installing Windows App on a Personal Windows Device

1. Windows App must be installed from the Microsoft Store
2. Click on the provided link to go directly to the install page in the Microsoft Store

https://apps.microsoft.com/detail/9N1F85VIT8BN?hl=en-us&gl=US&ocid=pdpshare

3. If the store page says “Open”, Windows App is installed, click open to launch the application.
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windows app

Windows App
.. Microsoft Corporation

20% 365 ratings Productivity

Requires work or school account

_ i
=t

Screenshots

Your Windows in the cloud Access your Windows on any dg
.

R

Description

4. If the store page says “Download”, click the button to install the application

’._. Windows App
([ ] i

Requires work or school

Download

Esne

Screenshots

Your Windows in the cloud

Description

Dev Box, and more. Embrace the simplicity of a unified client with Windows App and use your wor

p—

When installation is complete, open Start menu and type “Window App” in the search bar of the
start menu.

7.
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Q. windows app

& @ Apps Documents Settings People Folders Photos > J
Best match
| u Windows App
App
Apps Windows App
App
i Microsoft Store >
Settings 2 Open
U8 Developer settings > % Runas administrator

R Unpin from Start
= Find and fix problems with R 2

Microsoft Store Apps Pin to taskbar

Uninstall

b
€83  App settings
w

8. Proceed to section Configure Windows App and access AVD
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Installing Windows App on Government Furnished Equipment (GFE)

1. Open Start menu and type “Software Center” in the search bar of the start menu.

Q, software center]

& @ Apps Documents Settings Peaple Folders Photos J

Best match

=, Software Center
| &
= App

2. Once Software Center is open, navigate to the Applications tab on the left-hand side and
use the search bar in the upper right to find “Windows App”. Select “Windows App”

B® Software Center (u] X

[& Applications
al

' Updates

Required Featured windows app x|

Filter: | All - Sortby: |Most recent -

B Operating Systems
I> Installation status
C& Device compliance

£ Options

Windows App
208660
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3. Select Install

ﬂ_} Software Center

Y Applications Applications » Application details

' Updates .
Windows App 2.0.866.0

& Operating Systems

[™ Installation status

L& Device compliance

Windows App is used for connecting to Windows in Azure Virtual Desktop and
Remote Desktop Services

£} Options

Status: Available
Revision: 6
Date published: Not specified

Restart required: Might be required
Download size: 186 MB
Estimated time: Not specified
Total components: 1

Date Modified: 1/15/2026

4. Wait for installation to complete, when completed the “status” will be “installed”

[ Applications Applications ) Application details
|

& Updates .
Windows App 2.0.866.0

& Operating Systems

[* Installation status m

L& Device compliance

Windows App is used for connecting to Windows in Azure Virtual Desktop and
Remate Desktop Services

$¥ Options

Status: Installed
Revision: &
Date published: Not specified

Restart required: Might be required
Download size: 186 MB
Estimated time: Not specified
Total components: 1

Date Modified: 1/15/2026

5. Proceed to section Configure Windows App and access AVD
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Configure Windows App and access Azure Virtual Desktop

1. Launch the Windows App and proceed through the tour if this is the first time launching the
application.
B e s i ‘a = o S
| &
= e —
. ﬁ. 2
Welcome to Windows App % b s ‘
:‘;:-i.;:. b the v, deckines. are apes thal g isa far sl from o physica ‘ - 2 : : =
R_a
S
Sheplafd skip
2. Select SignIn
pe— o x

[

Welcome to
Windows App

Connect to your resources @
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3. Select your account if listed. If account is not listed select “Use another account”
X

BS Microsoft

Pick an account to continue

+ Use another account

4. Enter your account and select next
e DHA SA account: @adm.health.mil
e DHA PIV account: @health.mil

Windows App X

a5 Microsoft
Sign in

john.doe@health.mil

Next
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5. Select appropriate certificate

and select Ok

W windowes Security

Select

a Certificate

Site certauth lagin micrasaltontine.us nesds your crederials:

hlore ch

Authentication
bsauar

Walid Fror

Click here to view certificate properties

hoioes

Authentication
Issuer |
iailicl Frasmi

Mvuthentication - BEEEEY 85T T T

Issuier
Vil Froam;

5

6. Enter PIN when prompted and select Ok

& Windows Security
Smart Card

Please enter your PIN

PIN
PIN

i cocies

Cancel

Click here for more information

Cancel

Termsofuse  Privacy & cookies  +--
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5. All Azure virtual Desktops available to you will appear in the client

E Windows App

@ Type v Workspace v

~  AVD Prod East

17

Favorites

—
DHA Desktop - East

~  AVD Prod West

S

Health

€§3 —
DHA Desktop - West

Settings

£

Feedback

6. To launch an Azure Virtual Desktop select the blue “connect” button.
INFORMATION: Use the below rules to determine which regional desktop is best for you.

If you are located east of the Mississippi, choose a desktop in AVD Prod East.

[ )
If located West of the Mississippi, choose a desktop in AVD Prod West.

[ )
INFORMATION: For detailed instructions on choosing your region proceed to section

Determining your optimal AVD Region

February 2026
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7. Congratulations! You are now logged into to DHA Azure Virtual Desktop.

Military H

DHA Gio
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Apple MacOS Clients

Installing Windows App on Apple MacOS Clients

INFORMATION: (These instructions were developed for MacOS Sequoia 15.1.1 and Windows App 11.0.8 (2481)
other versions may have slightly different interfaces)

1. Install Windows App from the MacOS App store

Windows App
Previ note Desktop
* &k K ok 129K

Your Windows
in the cloud

—

N~ awN .

2. Launch Windows App and click “Add Workspace”

No Devices

How to Access the DHA Azure Virtual Desktop February 2026
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3. Inthe “Add Workspace Dialog” type the below url and click add:

https://rdweb.wvd.azure.us/api/arm/feeddiscovery

Add Workspace

https://rdweb.wvd.azure.us/apifarm/feeddiscovery

A workspace is associated with this URL.

Workspace URL:

https://rdweb.wvd.azure.us

[api/arm/feeddiscovery

Links to remote apps, PCs and files will be downloaded and automatically
updated if you add the workspace.

Privacy settings for managed resources are preset by your organization.

Cancel

4. Enter your account and select next
e DHA SA account: @adm.health.mil
e DHA PIV account: @health.mil

Windows App

B® Microsoft
Signin

john.doe@health.mil

Next

How to Access the DHA Azure Virtual Desktop February 2026
Page 17


https://rdweb.wvd.azure.us/api/arm/feeddiscovery

5. To launch an Azure Virtual Desktop double click on a desktop.
INFORMATION: Use the below rules to determine which regional desktop is best for you.

e If you are located east of the Mississippi, choose a desktop in AVD Prod East.
o If located West of the Mississippi, choose a desktop in AVD Prod West.

INFORMATION: For detailed instructions on choosing your region proceed to section
Determining your optimal AVD Region

Diaviesa

~ AW Prod East

wakdatian Admin Dasktap Imaga Valldaticn Cliniesl Dasktop mag

walidation Marketplace Image

6. Congratulations! You are now logged into to DHA Azure Virtual Desktop.

irtual Deskiop
ame E

1se Health Agency

Military Health S
DHA Global Sa
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Appendix

How To Customize Display Setting in Remote Desktop Client

1) Select the ... button from the bottom right of the desktop and select Settings

E Windows App

@ Type v~ Workspace v
e

Favorites

~  AVD Prod East

[

DHA Desktop - East

’{:.’ Favorite
~ AVD Prod West 83 Settings

2) Turn “Use Default Setting” Off and customize the display with the options below

B windows App L) 7@ - 8 X

7 0 Type v Workspace DHA Desktop - East
Fovories Display

' AVD Prod East
|=

Use default settings a o

Display Settings

-
DHA Desktop - East

v AVD Prod West

DHA Desktop - West

Fescback

X
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Utilizing the AVD Client Taskbar

Client Taskbar

Once you've logged into an AVD Session, hover your mouse to the top middle of the screen and a
taskbar will appear.

Figure 2: AVD with Taskbar at top

Icon Descriptions

R Pin/Unpin Icon — You can click this icon to pin or unpin the AVD connection bar to the top
of your virtual desktop. This prevents the bar from auto- hiding when you scroll away from the
top middle of your screen. The connection bar is pinned when there is a slash across the icon.

6 Lock Icon - Gives you certificate information for the authenticated desktop you are using. Clicking
view certificate with display your Virtual Desktops Certificate w/ hostname. (Pop-up boxes must be closed
before returning to your normal desktop).

| L= Remote Desktop Connection * |

The idertity of the remote computer was verified by using a server

| retficate I
i View cerfficate. . |
How to Access the DHA Azure Virtual Desktop February 2026
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= Signal Strength Icon — Shows you the quality of your network connection. See details
shows you advanced connection details (Timestamp, your client information, network details,

and your AVD host information. This information can be copied by pressing Ctrl + C). (Pop-up
boxes must be closed before returning to your normal desktop).

Remote Desktop

o Your connection quality is good.

~  See details Send Diagnostics Disconnect

Minimize Icon — Returns you to your physical desktop and will need to be reopened from
your taskbar.

o Windows Icon — Puts your client into a Single Windows Frame. To restore to a full desktop,

click on the icon again.

X Xlcon - Allows you to disconnect from your current session.
Remote Desktop *

o Your remote session will be disconnected

Pragrams on the remote computer will continue to run after
you have disconnected. You can reconnect to this remote
session later by logging on again.

[J Den't display this message again Cancel

How to Access the DHA Azure Virtual Desktop February 2026
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Configuring Client Peripheral Device Permissions

This section demonstrates how to control the settings to the Microphone, Camera and location
for a Windows 11 client.

1. Onyour local machine, navigate to your settings application by either right clicking on the
Windows logo and selecting settings from the menu or by searching for the “Settings”

application.

Installed apps

Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Terminal

Terminal {Admin)
Task Manager
Settings

File Explorer

Search

Run

Shut down or sign out

Desktop

F-' Q Search

I

) se‘tt'lng:i

= 0 Apps Documents Settings

Best match

Settings
0
App

Apps

© Secure Print Settings

Settings

B Proxy settings
@ VPN settings
0 Mouse settings

. Bluetooth and cther devices
settings

Printers & scanners
Check for updates

Duplicate or extend to a
connected display

=. Q Search

2. Once in settings, search for “Installed Apps”, and select it from the drop-down menu.

installed appsl

Installed apps

How to Access the DHA Azure Virtual Desktop
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3. Underinstalled apps, look for “Microsoft Teams VDI and select the most recent date. Click on the

three dots and a drop-down menu will populate and select “Advanced Options”.

Apps > Installed apps

w Microsoft | 1/27,2025

Micrasoft Tezms Meeting Add-in for Microsoft Cffize

12431307 | Mivosell | 1/27/2025 SLaMH
o Microsoft Tezms WDI
* 5
WMicrosoft Corporaticn | 1/29/2025 554 MB
Advanced options
* Microsoft Tezms VDI
Wicrosoft Corporation | 12/4/20!
Uninstall
* Micrasoft Tezms VDI .- =7 4 MR
Microsott Corporaticn | 10/18/2024
* Microsoft Teems VDI 7.3 MB
Microsoft Corporaticn | 9/25/2024 e
« Wi ft Te s WDl
i cresent leems o 57.0 MB
Mivrwsoll Corpurativn | 9/12/2024
a Micresoft Update Health Tools 02 MB

57200 Microsoft Corporation  8/26/2024

4. Under “Advanced Options” you should see options to toggle Location, Camera, and Microphone

on and off.

Apps > Installed apps > Microsoft Teams VDI

Specifications

Publisher  Microsoft Corporation
Version 2024.47.119

App 58.3 MB

Data 480KB

Total usage ~ 58.4 MB

App permissions

Location

® ) off
Camera

@ o-

Microphone

@ o~
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How To Enable Virtual Keyboard When Using Touch Screen Capable Client

1. Inyour Azure Virtual Desktop session, open “Settings”

Q settingsl

& 0 Apps Documents Settings People Folders Photos » J
Best match
I @ Settings
App
Apps Settings
App
@ Secure Print Settings >
Settings 7 Open
8 Proxy settings > %7 Pinto Start
KP Pin to taskbar
@) VPN settings >
i) App settings
M Mouse settinas >

2. Select “Time and Language”

IB‘I [S— Time & language
i L P
4:00 PM o o
Find a setting Q . (UTC-05:00) Eastern Time (US & Canada) United States
Friday, March 7, 2025
B System
g Date&time N
©  Bluetooth & devices ©  Time zones, automatic clock settings, calendar display
@ Network & internet
@ Language & region 5
o AT Windows display language, preferred languages, regional formats
/ Personalization
B Apps Typin
yping >
Touch keyboard, text suggestions, preferences
& Accounts
|9 Time & language Q) Speech ,
Speech language, speech recognition microphone setup, voices
K Accessibility
J  Privacy & security

3. Select “Typing”

Time & language

4:01 PM Q‘.\® Time zone @ Region

(UTC-05:00) Eastern Time (US & Canada) United States
Friday, March 7, 2025

@ Date & time >

Time zones, automatic clock settings, calendar display

@., Llanguage & region >
‘Windows display language, preferred languages, regional formats

Typing >

Touch keyboard, text suggestions, preferences

o) Speech >
S Speech language, speech recognition micraphone setup, voices

How to Access the DHA Azure Virtual Desktop February 2026
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4. Expand “Touch Keyboard” and set “Show the Touch Keyboard” to “Always”
Time & language > Typing
Touch keyboard

Play key sounds as | type
Capitalize the first letter of each sentence
Add a period after | double-tap the Spacebar
Show the voice typing mic button &
Show the touch keyboard Always v

Related links  Size and theme

How to Access the DHA Azure Virtual Desktop February 2026
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Determining optimal Azure Virtual Desktop Region

1.Make your AVD session full screen if it is not already.

2.Move your mouse up to the top of the screen to make the AVD Toolbar Appear.

Military Health System

DHA G By

3.Select the Connection Information lcon:

4. This will launch the connection information Dialog, Select “See Details”

Remote Desktop

o Your connection quality is good.

~  See details Send Diagnostics Disconnect

How to Access the DHA Azure Virtual Desktop February 2026
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6. This will display a verbose dialog with lots of information.

7.

7
0 Your connection quality is good.
#  Hide details Send Diagnostics Disconnect
Timestamp (UTC): 2025-08-18T17:17:17.616Z
Activity |D: 61cc2ed0-2822-4809-b998-933b52730200
[Client details]
Client version: 1.2.6424.0 (xB4)
Local 05: Microsoft Windows 11 Enterprise x64 (10.0, Build 26100)
[Metwork details]
Transport protocol: WebSocket
Round-trip time: 35 ms
Available bandwidth: 49.97 Mbps
Frame rate: 1 FP5
[Graphics details]
Codecs used: RemoteFX Image; RernotefX Text: Cache
Client compatibility:
Media Foundation: Yes
GPU Presentation: Yes
AVC: CPU; GPU
HEVC: Mo
[Remote computer details]
Remote session type: Rempte desltop
Gateway nam ateway-host-blue-c220-ugwvi-rlowvd.azure.us
Gateway logon method 7 f
Remote computer: pemsipie: 5 el
Identity verification method: Server Certificate (View certificate
Press Ctrl+C to copy.
—_—._—__-._--'
Look for the gateway name. Use the below rules to determine which regional desktop is best for

you.
e If the gateway contains the characters “UGVI” use an AVD East Desktop. (see screenshot)
o If the gateway contains the characters “UGAZ” use an AVD West Desktop.
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How to get Technical Support for Azure Virtual Desktop

1. Submit a ticket to the Global Service Center by calling the phone number (800) 600-9332
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